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Biometrics

Automated methoeds ofi recognizing a; person
pased on a physiclegical or hehavioral
characteristic.

Amoeng the features measured are face,
fingerprints, hand geometry, handwriting, iris,
retina, veins, andiveice.

How make a determination off a “matech’?

The Biometric Consortium
http://www.biemetrics.org/intre. hitm
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Biometrics Considerations

Universality. — everyone sheuld hiave
Unigueness,— no; twoes peeple share
PErMAanence — No Varance ever time
Collectibility’— easy: and measurable
Perfermance - accurate

Acceptability — nenintrusive: methods
Circumventioni— difficult to deceive

Advantages:
Convenient and accurate

Biemetrics link events to a particular individual (vs. a
token that can be stelen, misplaced, forgoetten; or
ferged or a password that can be fergotten, shared or
observed)

User fiiendly, low: levell of intrusiveness

Ability to quickly: scani large' databases, ofi infermation
to produce resulis

Useiul for civillapplications
Disadvanitages:

Newer biemetrics may have highraccuracy but need
more research to establish unigueness

Especially important when used for criminal id
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Differences; between Biometrics and
ether Eerensic Disciplines

Texicolegy

s pased on knewn and! reproducikle chemical
composition of sulbstances

a \When' using confirmatery. tests; (€.g., GC Mass
Spec) results are presented injabsolutes “the
sulstance tested IS cocaine”

Differences between Biometrics and
other Eerensic Disciplines

DNA(lvased on principles off genetic
INhertance)
n Use statistical' models and existing datahases

to produce: estimated! freguencies of a randem
matchi (high numbers, but net certainties)
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Differences; between Biometrics and
ether Eerensic Disciplines

Pattern matching evidence (firearms,
toolmaiks); Hairs/Eibers

= Produce results of similarities based on class
and individual’ characteristics

s Degree of subjectivity involved

Differences between Biometrics and
other Eerensic Disciplines

Biemetrics
» Use algorithms for comparative analysis

s How' determine the number of various
possibilities for any: giveni metic
(polymerphism)?

u IS seme measure of quantitation needed' te
give the fact finder a frame of reference?

s Depending on technigue used, results are
presented in a variety off ways
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Science vs. Technical

Methods greunded ini science (DNA) Vs.
methods developed for, and used by, law
enfercement (latent prints, ballistics)

Eveni the Court recognized! a difference: (1o
a degree) with Daupert fellowed by
AUmno: ireto clese the gap

Latent Prints as a Model for
Biometrics

Numerous challenges

e date;, none have been granted

The underlying guestion — dees the
CUrrent statusi o fingerprnt examination

research satisfy. the legal admissibility,
standard? remains
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Editerial in Science

15 oL LAt HirngernprinG analysis s
unrelianies e proplen, ratier, /s tiat Jis
reliauniny s unyveniiea. emier by: statstical
11OAES OF HIgernt Varalorn: Or By
coris/sternt aala o1 eror: rales.

Dr. Don; Kennedy.

Eingerprnt Comparisen

Based enassumptions off Unigueness and
permanence of friction| ridge: patterns
Underlying assumptions are not at issue

n Judicial notice

s Data frem embryelogical develepment and
statistical studies

Comparisen technigques used to make

identifications are
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Examiner’s; Eallacy.

Bait andl switch - instead! ofi addressing the
criical Issue: ofi the accuracy. o latent print
sourcerattribution, switch the fecus to
preving that all fingerprnts; are. pernmanent
and unrgue; 1ISsUes that many’ courts have
accepted

Ofi nete: UNIguUeness; is;unprevahle
Whereas' accuracy: can be measured
Dr. Simon Cole

Labivs. the courtroom

Wiien| technigues used in the:lal are
Prought INte thercourtioem, must play: by
the rules of the court

Eor scientific or technical testimony, these
rulesiinclude: satisiyine, Lavbvertand
reliability:
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Reliability: and Validity,

Validity — ability. of a test procedure: to measure
what It IS supposed to measure (accuracy)

Reliability — whether the same results are
obtained each instance: i which the test if;
perfiermed (consistency)

Validity/ includes reliability but converse may.
not always be true

Accuracy Impliesi a continueus: measurement

Whereas validity seems: tor imply anreither-
Or-judgment

Jihe more accurate a specific technigue Is;
the moere valid it may. be considered

www.scilawforensics.com



So Where's the Problem?

Abseluterldentification - when' match is called
the examiner isi claiming that the latent print
necessarily: came from'the individuallin guestion
to the exclusions of allf ether fingers in the world.

Once find a match, stop leeking...
“ZEro) error: rate

NG unifierm: standards fier making comparisens
and identifications

Subjectivity aspect of identifications

Byren Mitchell case

United Siaies v Witehell, Cr: INoy 96-407
Eiist Davperichallenge

1999 Philadelphia

Defense motion denied

www.scilawforensics.com



ACE-V

Analysis — determine whether availahle
ridge detail Is suificient, quantitatively and
gualitatively, for individualization

Comparisoen - Systematically compare
Varieus firiction ndge arangements and
shapes Including relative pore position
where possible

ACE-V

Evaluation - evaluate whether the concerdance
IS of sufificient guantity: andi guality: te: permit a
conclusien that they were made by the same
portion ofi firiction skin.

s Final decision is subjective

Verification - every individualization; must be
confinmed by another gualified examiner
working independently

www.scilawforensics.com
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Daubert Eactors

Jesting
Error Rate

Standards Controelling the Technigue’s
Operation

Peer Review,
General Acceptance

Plaza |

Therguestion:
Are fingerprint identifications scientifically;
reliable under ERE 702 and Daubert factors?

All scientific testimony must be relevant and
reliable.. .derived by the scientific method.

179'E Supp.2a 492
January 7, 2002

www.scilawforensics.com
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Testing

Gov: claims technigue has, been: tested for
100 years by heing admitted in court.
Pollack:

this dees not test the technigue

adversarial testing Ini court Is not what the
Dauperi court meant

scientific methodelogy teday: isi hased on
generating hypotheses and testing them tor see
I they: cani e falsified

Testing

In United States V. Sullivanithe court
found that “while' the ACE-V
methodelogy...appears; to e amenable to
testing, such testing has not yet been
pPerfermedr

(United States v. Sullivarn 2008! at 704)

www.scilawforensics.com
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Research

Much researchr exists on fingerprints but none
address the issue at hand
Instead), engoing research seeks to clanfy peints
nEt 1N contention such as:
Termation off firiction ridge patterns, in; utere
develepment technigues ofi latent prints

searchi algorithms for automated systems (e.g.,
NEIS))

Error Rate

Gov: divides error Into methodolegy: and
Practitioner: error.

Claimi methedology: error is irrelevant and
that practitioner error cani e detected and
corrected by anether gualified examiner

IT scientific: method Is, fiollowed, error in the
analysis and comparative process will be zero

www.scilawforensics.com
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Error Rate

li-evidence is produced off a ferensic match, “...a
Proper assessment of the probative value of that
match| requires awareness of the chance that a
mistake was made...”

lrrelevant whether the mistake was a method
error Or a practitioner error, affiect Is; the same

Michael Saks, Jonathan Koehler, Science 8-05

Error Rate

“And we proefess as fingerprint examiners
that the rate of error Is zere. And the
reaseniwe make: that bold statement is
pecause we knew: based on 100/ years of
research that everylhedy’s fingerprint are
unigue; and inl nature It Isfnever geing| te
repeat ltseli-agaimn®

(People V. Gomez 2002 at 270)

www.scilawforensics.com
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Errer Rate — Casework Eallacy.

Claiming that 100 years off practice
constitutes validation; and! preeii off a zere
Eerror rate

Casework, tral testimony abeut casework
o milliens; of database searchessare not
“tests” of the accuracy, of the technigue
PECAUSE there ISTne guarantee: that an
Inaccurate result would be detected

AFIS

Citing billiens of comparisons AEIS
conductedt as proeoi oif validatien; ofi the
technigue

AEIS does not declare matches; or
concliusiens of any: Kind, It simply’ preduces
a list ol possible candidates which can e
manipulated! oy the' analyst When| setting
up the search criteria

www.scilawforensics.com
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EBI Survey: in Mitehelll Case

Prints sent to 53 labs

34 responded

8 falled ter make identification.

Sent enlarged! prints; back for re-
examinaton.

All'lals succeessfully identified prints.

Reasons given for lahs’
fallure to make original
identifications

Examiner dida’t know. n Insufficient time
survey was, related to = Examiner attitude

a Daupert hearing toward the survey was
Photos of 10-print Not as Sereus as it
cards or latent prints should have been
were insufficiently. = It was late in the day
clear and examiner was

3/ of the examiners just probably: tired
screwed up

Inexperience

www.scilawforensics.com
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Error Rate

Pollacks

Can't have a fingerprnt examinatien Withoui
an examiner. People make errors,
therefore, there has toe e an error rate
assoclated withi the precess. Iihe rate: of
these errers has te) he an Impertant part of
evaluating whether or not the process Works

Error Rates

Best way/ te determine the freguency With
WhICh! errers eccult IS ter conduct blind
external preficiency: tests using realistic
(evidence-like) samples

Only: way: ter knew! IE an' error has
occuried I1s when semeone; already: knews
the “correct” answer

www.scilawforensics.com
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Validation: Study.

Measure off accuracy, of technigues (used
oK making source attibutions; NOI: of
unigueness; off all fingerprnts)

Outcome wouldihe anlaceuracy. rate,
range or curve not an absolute

Proficiency vs. Validity

Proficiency test tests, the analyst's ability,
Validity study’ tests a particular scientific
technigue

Even ifi analyst Is using a “valid”
technigue;, he/she could still make a
Perfermance error

www.scilawforensics.com
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Standards Controelling the
Technigues

History of dififerent number of Galten peint
reguirements country to country.

NG mandatery gualification standards; for
individuals te become fingerprnt examiners, ne
unifierm: certification process

Wil suchira nigh aegree: o1 SuBjectvity/ (1.
making; naliaentiy; aec/sions) — aincuit to: see
HOWIIGErRIAL Iaenuiication s Coto/ea by, any
cleanly. discerioler set o1 Stanaards: o WilchH.
[1OST eXaniners SUPScrve

Peer Review.

Courts liave: claimed that the verification
phase oft ACE-V precess constitttes peer
review,

www.scilawforensics.com



Peer Review.

Pollack:

ALITIErous Wiilligs exist that A/ScUss Hgernpriit
Jaentcanon technigues BuUt It /s oL apparent:
that thelr: publicaton: CorstULes SUBIIssIoN. [0,
e Serutiy; Or e SCIertNe CommuaLy/ i tie
Daupert serise.

when! identification decisions; are made
subjectively, another subjective opinion
rendered i concordance by ancther examiner
does not make the initial conclusion scientific, or
constitute peer review.

Generall Acceptance

GoV: claims that lhecause fingerprnts have
peen admitted 1nr court fer ever 100 years
they have:heen accepted

www.scilawforensics.com



Generall Acceptance

Pollack:

generall acceptance by fingerprint examiner community.
does not meet the standardiset by FRE 702. Fingerprint
examiners dornot constitute a scientific community. inrthe
Daupert'sense

generall acceptance dees not help show! that aniexpert’'s
testimony. is reliable where the discipline itseli lacks
reliability

lingerprnt examinations are generally accepted among
TiNgerprint examiners but that in itself'is net enocugh

The Ruling

Up tel the evaltation stage;, a fingerpnnt
examiner’s testimoeny. Is descriptive, not
Jjudamental. Allow: testimeny’ of how: prints
Were obtaimed and any similaniies ehsenved,
BUL No testimony: te ultimate conclusiens: of:
identity,

www.scilawforensics.com
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Plaza Il

Government filed motion to re-hear the case, Pollack
agreed. This time he came to the conclusion that although
the technigue still failedion testing, the other factors (errox
rate, peer Review andl publication and general acceptance)
were met by finding that fingerprint identification was not a
SCIence

188 E Supp.2a 549,
Marceh 1.3, 2002

Testing

Still net met (though| Pellack addresses; this
I his ruling)

www.scilawforensics.com
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Error Rate

EBI proficiency: tests scored highi frenm 1995
to date.

Proficiency. tests are lessidemanding than
desirable, but defense offered no prooef that
certified FBI' examiners as a group have not
achieved' at least aniacceptable level of
competence

Error Rate

Inrthe apsernce ol dctial data on rate. or:
eror, Sice FBI examiners rarely. make
1ISIAKEs o1l ProlicCIency, tests, It stanas (o
reason thaL ey, rarely makeNiistakes wiiern
presenng ACE-V testimony i Coult

www.scilawforensics.com
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Standards

Pollack:
Standards prescribed fior gualification as: an
FBI examiner are: clear

However, the Daubert critena for standards; refer to

standards fior the techniguesithemselves; net the
examiner. This 1sinot addressed in the opinion at all

Peer Review.

Eingerprint examiners are not Seientists so
ferensSIC journals InWhich thelr Witings on
fiINgeprnt Identifications appear are not:
scientific In the' Daupbertsense. This shoeuld
not go against the utility ofi thelr work

www.scilawforensics.com
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Generall Acceptance

General aceceptance should not e
discounted because examiners lave
technical knowledge and are thus noet
members of the scientific community.

(he had already deemed generall accepiance
satistied infPlaza I)

Subjectivity

Pollack disagreed with himself, stating| there
are many: situations in WhICh an expert's
manifestly’ sulbjective epinion Is regarded as
admissiblerevidence in anrAmerican
courtreom

www.scilawforensics.com
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Ruling I vs. Il

Testing

Peer Review:
Error Rate
Standards
General Accept

Admit Testimony

What changed hisi mind?

Eiist case was decidedbased enly the
record

Durng the appeal e heard Withesses
from the EBI testify/ini person

What didi they: say: the second time: areund
that was net alreadyin the record firom
round 17

www.scilawforensics.com
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The Ruling

Contrarny (o iy GpIoaI Iy JAUALY. 7 Opiion, I am
oW, Perstaded that e stanaards WilcH Cotio) the
OpIINg. 01 a CompPELEt HgERDIHnt examiier are
Sufhiclently, widely, agreed upori. o, satisiy Daubert s
requirenents;

Sclentiic tests o ACE-V would cleary: ala i iieasuriig,
ACE-V/S reliability;, bUl: as: 01 toaay), 110.SUCH Lests arée.
nana.. For NIJ or otierisyiutons: ... 10, SpOSor: SUCH
research would - ne all to e good.  BUL o) pospoIE
Present In-court Utilizator 01 s Deqrock 1orerns/c
jaener” penaing sUch research would be o) make e
DESL el enemy or the gooad.

Current pullic interests like securty: and justice
demand that enly the best and most reliable
science be profiered in court. Pollack’s suggestion
IS @ good first steps but the: reality’is, that until
courts demand proof, examiners; have no
Incentive to do the researnch.

No way' te knew: how! many wirengiully

Incarcerated there may be who are there, at least
in part, due to fingerprint examinations

www.scilawforensics.com
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Cowans

Stephan; Cowans — officer shoeoting in Beston
1997.

Cowans Was convicted oni eyewitness evidence
and a lefit thumb print withia 16 point mateh

confirmed by 2 BPDexaminers and 2 defense
experts.

DNA testing performed on several evidence
items later exonerated him

The fingerprint was reexamined and feund! net
to match: him

Science vs. Law

SCIENCE! IS an engeing collaborative
Process

[Law: seeks finall resplutien through the
adversarial system

SCIENCE: SEEKS! truth
LLaw: seeks; justice

Both will“lve served by conducting
research on the ACE-V technique

www.scilawforensics.com

28



Science for Science’s Sake

Science: teaches that youl can't know: the
answers until yeurask the guestions.

Sclenceris a process or method! by which factual
statements or predictions are devised, tested,
evaluated, revised, replaced) rejected or
accepted.

In light of a concrete case Where we: knew.
something went wreng (Cowans), We must Iook
inte the what, why and how

Who should be responsible for
conducting the research?

Tihe greater the stakes in property, lives and
liberty, the more incentive the system should
have to ensure that only proven reliable
methods are being testified to ini court.

Responsibility’ as scientists Who testify In court to
provide: it.

Respoensibility’ ofi judges who admit the
testimony to demand It.

www.scilawforensics.com
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Daupertand FRE 702 provide guidance for
admissibility ofi expert evidence

Courts can continue: te say: that fingerprnt
analysis isireliable; but that alone dees not
make' It se. Only: scientific testing will
provide the empirical data to prove It.

Other Biemetrics

May: endure the same types of challenges; as: latent prints
without the advantage oif 100/ years of acceptance

SPECIiic expertise reguired to employ: many: oi the
technigues

Some level ofi subjectivity still invelved
Even products fior “commercial” use may: end! up) ini court

BIONETRICS
i s EiE

www.scilawforensics.com
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Other Biometrics

Public may: be
suspIcious of “new.
fangled technolegy”

CSI Effect

Reality/limitations of:
technelegy: vs. reality,

Retinal scans

Uses a lew=intensity.
light source and a
delicate sensor to
scan the pattermn of
blood! vessels at the
pack of the retina

Unigue: te each
individual

www.scilawforensics.com



Retinal scans

Difficult to fake because no technolegy: exists
that allows the forgery of a human retina

Retina ofi a deceased persen decays too fiast te
e used to firaudulently bypass a retinali scan

Published error rate of 1 in 10,000,000

Can| lbe affected by diseases such as glaucema,
diabetes, high bleed pressure, etc

What databases are used?

[1is Recegnition

Combines computer Vision,, pattern
recognition, stats, and eptics

Fast and' accurate: recognition) offid hased
on digital image of the'scanned: eye

266 Unigue spoerts
Woerks with glasses and contact lenses

www.scilawforensics.com
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lris Recognition

B&W high' reselutioni image, analyzed, processed inte
optical fingerprint; translated into digital form, upleaded
and searched vs. datahase

1 second'to capture image, 100,000 IrisCodes; per
second! search capahility,

Video Capture Trabecular Meshwork  Opfical “Fingerprint™ Iris Code Record

ALTLAURIR B0 HL LT L COCL O i
FETT TR T B
ARLRTMRL AL AL EL CL BRI iL T
LU DEICR T BT
USRI R

AR i )
TRV T O

Iris Recognition - ISSUES

Small target
Moeving target

Located hehind curved, Wert, reflecting
surface

Obscured! by lashes; lenses, reflections
Partially, occluded by (dreeping)reyelids

www.scilawforensics.com
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\/oice: \erification

Digitizes profile ofi a pPersen’s speech to produce
a stored medel voeice, print or template

Must berable tor handle variations, distortions
and neise in inputs; frem' the real world.

milin.
~ WI'RAL

\/oice Verification

Reduces each spoken word to segments composed
ofi several dominant freguencies; or fomants.

Extracts pitch, cadence; tone from digital sample
o create the unigue veice print which: gets
storedias a template

Veice prints, are stored! in databases in a manner
similar to the stering ofi fingerprints or other
piometic data

www.scilawforensics.com
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Voice Verification - Issues

A person’s speech is subject to change
depending eoni health and emotionall state.
Matching| a voIce print reguires that the person
speak in the nermal voeice that was used when
the template was created at enroliment.

I the person suffers from a physical allment,
suchias a coeld, or 1stunusually excited or:
depressed, the veice sample submitied may: e
different from the template and will'net match

Eacial Recognition

Tlakingl a 3D ebject and trying te make a
comparisen using a 2biimage
Local Eeature Amnalysis:
Looks) at specific parts of the face
that do not chiange significantly
OVEr time such as
n Upper sections; of eye sockets
n Area surrounding the cheek benes
m Sides of the mouth
m Distance between the eyes

www.scilawforensics.com
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Eacial Recognition

Eigenface Method:
Looks at the face as a
whole

Collection ofi fiacial'scans
are used to) generate
a 2-D gray-scale
Image to preduce a
pIemetric template

Eacial Recognition

ldentification — algerthmiids unknewn
facelin aniimage by searching an
electrenic mughoeck

Verfication — algerthny coniimms claimed
Id 6f a particular fiace

Research| 6ngoeing te Impreve: acecuracy: of
algorthms and’ decrease margins ofi error

www.scilawforensics.com



Figware 2 Riccernficl giiorion (ki) i QRN myriom withs
complete oiming dote (Fight) Mole decorabiorn fiap ),
illzeminalion (middle) and expression (bottom ) variation
ir? rismries with respect bo e corresporefing reining
Aewier.

Facial Recognitien - Issues

Susceptible to age, weight, fashien

Can be affected by erientation; (angle of
Image: capture), claniy, lighting;, ete

Results are often based oni similarities; of:
class and individual characteristics

Results produced based oni prebabilities

[Larger margin off errer than: ether:
pIeMetrics

www.scilawforensics.com
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Ear prints

Amount off pressure
usedi int making prints

could affect ability to |
make reliable
comparisen

Unigue gualities e.qg.,
wirinkles; lobe
attachment

www.scilawforensics.com

Lip: prints ’

Externall surface of the lip has many: elevations; and
depressions fieming a characteristic pattern called lip
prints, examination of Which IS referred 1o as
cheilescopy

arrangement ofi lines on the red part off the human
lips Is Individualfand unigue for each human being.
Liprprint recoerding is, helpfullin: forensic investigation
that deals;with identification: of humans, based onjlip
traces.

(Chicagor Tribune article 3-10-06 Lavelle Davis: case,
lip prints on rallf of duct tape)

38



Emerging Biemetrics

Technology How it works Maturity

Vein stan Caplures images of blood vessel pattems. Commercialy available.

Facial inermography Infrared camera defects heat patters created by the Initial commercialization attempts failed
branching of blood vessels and emited ffom the skin. because of high cost

DNA matching Compares accrual samples of DNA rather tan templates — Many years from implementation.
gengrated from samples.

Odor sensing Capfures the volatile chemicals that the skin's pores emit.  Years away from commercial release.

Blood pulse measurement  Infrared sensors measure blood pulse on a finger. Experimental.

Skin pattem recognition Extracts distinct optical patters by spectroscopic Emerging.
measurement of ight scattered by the skin.

Nailbed identificaion An interferometer detects phase changes in back-scatfered — Emerging.
light shone on the fingerna; reconstructs disfinct dimensions
of e nailbed and generates a one-dimensional map.

(Gain recognifion Capfures a sequence of images to denve and analyze motion - Emerging; requires furher cevelopment
characteristics.

Ear shape recognifion Is based on distinctive ear shape and the stuctire of e~ Stil a research topic
carlﬂaginous Ero'gcﬁng Em’m of the outer ear.

Future of Biometrics and the Courts

Need better sensors — fakeivs. real
Impreved imagequality,— Ssharper scamns

Combine hiometnc traits o Improve
accuracy— depending en conditions

Better testing — minimize: errer mangins

Dr. Anil Jain, Michigan State University,
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Future of Biometrics and the Courts

Jlechnoloegies have premise and are already. inwidespread
practice in schools, airports, Homeland Security, etc.

Just as: polygraph;is: stilllwidely’ used but not accepted in
court, when biemetrics are used to pesitively: identify
parties to a crime, they must satisfy the reliability: of
Daupert

Validation| studies to support the reliability of the
techinigues must berconducted for’ eachdiscipline

Databases of varations or “types” for each discipline
should be constructed

THANK YOU!

Anjalil R. Swienton, MES, JD
301-528-5050
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